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THE WORLDWIDE THREAT

WEDNESDAY, FEBRUARY 6, 2002

U.S. SENATE,
SELECT COMMITTEE ON INTELLIGENCE,
Washington, DC.

The Committee met, pursuant to notice, at 10:07 a.m., in room
SH-216, Hart Senate Office Building, the Honorable Bob Graham
(chairman of the committee) presiding.

Committee Members Present: Senators Graham, Rockefeller,
Wyden, Bayh, Edwards, Shelby, Kyl, Roberts, and DeWine.

Chairman GRAHAM. I call the meeting to order.

For several years, this Committee has had a practice of com-
mencing its annual oversight of the United States intelligence com-
munity by holding a public hearing to present to the American peo-
ple and our Committee members the intelligence community’s as-
sessment of the current and projected national security threats to
the United States.

There is nothing more important to our national security than
timely and accurate intelligence. Intelligence forms the foundation
of our foreign policy and provides the basis of our nation’s defense
planning, strategy, and supports our warfighters.

The intelligence community is our nation’s early-warning system
against threats to the lives and property of United States citizens
and residents here and around the world. The importance of this
mission became particularly apparent on September 11 when our
nation’s greatest strengths—our freedom, our openness—were suc-
cessfully exploited by an elusive global network of determined zeal-
ots. The terrorist threat has been on the intelligence community’s
radar screen for years. Indeed, it was almost exactly a year ago
today, on February 7th of 2001, when Director George Tenet testi-
fied at this same open session.

He stated, and I quote, “Usama bin Ladin and his global network
of lieutenants and associates remain the most immediate and seri-
ous threat. His organization is continuing to place emphasis on de-
veloping surrogates to carry out attacks in an effort to avoid detec-
tion, blame and retaliation. As a result, it is often difficult to at-
tribute terrorist incidents to his group, the al-Qa’ida.”

While the intelligence community has been aware of the great
threat posed by bin Laden and his terrorist organization, it is a pri-
ority of this Committee to ascertain what more the intelligence
community could have done to avert the September 11 tragedy. We
must identify any systemic shortcomings in our intelligence com-
munity and fix those as soon as possible. We owe it to the Amer-
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ican people to do all that we can to prevent a recurrence of Sep-
tember 11.

These and other issues will be explored with our witnesses in a
closed hearing this afternoon and for the remainder of this session
of Congress. I want to thank our witnesses who are appearing here
today. We have with us Mr. George Tenet, Director of Central In-
telligence; Mr. Carl Ford, Assistant Secretary of State for Intel-
ligence and Research; Vice Admiral Thomas Wilson, Director of the
Defense Intelligence Agency; and Mr. Dale Watson, Executive As-
sistant Director for Counterterrorism and Counterintelligence.

In order to optimize the time for questions of our witnesses, im-
mediately after Vice Chairman Senator Shelby makes his opening
statement, we will ask Director Tenet to present his testimony. We
will ask our other witnesses to submit their full statements for the
record. For our question-and-answer period, we will observe the
normal Committee rule of first arrival, first to question. The ques-
tions will be limited to five minutes per round.

Vice Chairman Shelby.

Vice Chairman SHELBY. Thank you, Mr. Chairman. We held our
last open hearing on national security threats one year ago tomor-
row, as Senator Graham has alluded to. Director Tenet, on that
day, you testified here that first and foremost among the threats
to the U.S. was the threat posed by international terrorism, and
specifically by Usama bin Ladin’s global terrorist network.

We all agreed with you when you said, and I quote, “The highest
priority for our intelligence community must invariably be on those
things that threaten the lives of Americans or the physical security
of the United States.”

To fight this terrorist threat, you assured us then, and I quote
again, “The intelligence community has designed a robust
counterterrorism program that has preempted, disrupted and de-
feated international terrorists and their activities.” In fact, you told
us then, “In most instances, we’ve kept terrorists off-balance, forc-
ing them to worry about their own security and degrading their
ability to plan and to conduct operations.”

Seven months after your testimony, in an attack that apparently
had been years in the planning, Usama bin Ladin’s terrorists killed
nearly 3,000 innocent Americans in less than one hour. As you
know, the U.S. has an intelligence community today and a Director
of Central Intelligence in large part because of the Pearl Harbor
disaster of December 7th, 1941. The fear of another Pearl Harbor
provided the impetus for our establishment of a national-level in-
telligence bureaucracy. This system was created so that America
would never have to face another devastating surprise attack.

That second devastating surprise attack came on September
11th, and as I said, it killed more Americans than did the Japanese
assault on Pearl Harbor. All of us, I think, owe the American peo-
ple an explanation as to why our intelligence community failed to
provide adequate warning of such a terrorist attack on our soil.
After all, as Director Tenet has stated, the Director of Central In-
telligence is hired not to observe and to comment but to warn and
to protect.

In the very near future, this Committee will join with the House
Intelligence Committee in an effort to provide an explanation to the
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American people. Once we determine why we were caught com-
pletely by surprise, I believe we must then work together to ensure
that there is no third Pearl Harbor.

I'm pleased that the Director of Central Intelligence, George
Tenet, and his colleagues have joined us today. These threat hear-
ings are important, because understanding what the threats are is
the first step toward helping our intelligence community meet the
challenge of defending against them.

Mr. Chairman, these hearings also give the respective leaders
within the intelligence community an opportunity to speak directly
to the American people. While the bulk of the activities of the intel-
ligence community are secret, there is a great deal we can and I
think we should discuss in a public forum, as you called for today.

With that in mind, I ask each of our witnesses to address mem-
bers’ questions to the greatest extent possible in this open setting.
Not long ago, our intelligence community faced a single clear
threat—the Soviet Union and its communist allies—against which
it could devote most of its resources and attention.

With the end of the Cold War, the world situation facing our in-
telligence agencies underwent a fundamental change. Until that
point, murky transnational threats had been only sideshows to the
main event of the East-versus-West strategic rivalry. Today, how-
ever, coping with asymmetric transnational challenges such as ter-
rorism has become the most important duty of our intelligence com-
munity.

To say the least, the post-Cold War period has been one of dif-
ficult transition. Even before September 11, we had a rocky history
of intelligence failures—among them, the bombing of Khobar Tow-
ers, the Indian nuclear test, the bombing of our East African em-
bassies, the first attack on the World Trade Center buildings, and
the attack upon the USS COLE.

Examined individually, each of these failures, tragic in their own
way, may not suggest a continuing or systemic problem. But, how-
ever, taken as a whole and culminating with the events of Sep-
tember 11, they present a disturbing series of intelligence shortfalls
that I believe expose some serious problems in the structure of and
approaches taken by our intelligence community.

We will have many opportunities in the very near future to dis-
cuss the structural and organizational defects inherent in our intel-
ligence community. But for today, we should remember that under-
standing the threat is the first step along a road that must lead
to improvements in how our nation confronts these threats.

It has become apparent that international terrorism now poses
the most significant threat to our national security and our inter-
ests at home and abroad. I will be interested to hear what our in-
telligence agencies believe such threats will look like in the future.

Just as militaries can face defeat if they keep trying to fight the
last war, so can intelligence agencies suffer terrible strategic sur-
prise if they spend their time trying to meet the last threat or if
they try to meet new threats with the mindset, tactics and obsolete
mythologies of the past.

The U.S. clearly faces unprecedented dangers today, and we will
surely face new ones tomorrow. I look forward to hearing from our
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witnesses today as we discuss these threats and how we can work
together to defeat them in the future.

Thank you, Mr. Chairman.

Chairman GRAHAM. Thank you, Mr. Vice Chairman.

As indicated previously, we will now receive the testimony from
Director Tenet. We'll ask for the other witnesses to submit their
statements, and then we will proceed to questions.

Director Tenet.

[The prepared statements of Mr. Tenet, Mr. Ford, Admiral Wil-
son, and Dale Watson follow:]
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Worldwide Threat - Converging Dangers in a Post 9/11 World
- Testimony of Director of Central Intelligence
George J. Tenet
Before The
Senate Select Committee on Intelligence
6 February 2002

(U) Mr. Chairman, I appear before you this year under
circumstances that are extraordinary and historic for reasons I need
not recount. Never before has the subject of this annual threat
briefing had more immediate resonance. Never before have the
dangers been more clear or more present.

(U) September 11 brought together and brought home—
literally—several vital threats to the United States and its interests
that we have long been aware of. It is the convergence of these
threats that [ want to emphasize with you today: the connection
between terrorists and other enemies of this country; the weapons of
mass destruction they seek to use against us; and the social,
economic, and political tensions across the world that they exploit in
mobilizing their followers. September 11 demonstrated the dangers
that arise when these threats converge—and it reminds us that we
overlook at our own peril the impact of crises in remote parts of the
world.

(U) This convergence of threats has created the world I will
present to you today—a world in which dangers exist not only in
those places where we have most often focused our attention, but
also in other areas that demand it:

¢ In places like Somalia, where the absence of a national government
has created an environment in which groups sympathetic to al-
Qa’ida have offered terrorists an operational base and potential
haven.

UNCLASSIFIED
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e In places like Indonesia, where political instability, separatist and -
ethnic tensions, and protracted violence are hampering economic
recovery and fueling Islamic extremism.

e In places like Colombia, where leftist insurgents who make much
of their money from drug trafficking are escalating their assault on
the government—further undermining economic prospects and
fueling a cycle of violence.

¢ And finally, Mr. Chairman, in places like Connecticut, where the
death of a 94-year-old woman in her own home of anthrax
poisoning can arouse our worst fears about what our enemies
might try to do to us.

(U) These threats demand our utmost response. The United
States has clearly demonstrated since September 11 that it is up to the
challenge. But make no mistake: despite the battles we have won in
Afghanistan, we remain a nation at war.

TERRORISM

(U) Last year I told you that Usama Bin Ladin and the al-
Qa’ida network were the most immediate and serious threat this
country faced. This remains true today despite the progress we have
made in Afghanistan and in disrupting the network elsewhere. We
assess that Al-Qa’ida and other terrorist groups will continue to plan
to attack this country and its interests abroad. Their modus operandi
is to have multiple attack plans in the works simultaneously, and to
have al-Qa‘ida cells in place to conduct them.

¢ We know that terrorists have considered attacks in the US against
high-profile government or private facilities, famous landmarks,
and US infrastructure nodes such as airports, bridges, harbors,
and dams. High profile events such as the Olympics or last
weekend’s Super Bowl also fit the terrorists’ interest in striking
another blow within the United States that would command
worldwide media attention.

UNCLASSIFIED
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e Al-Qa’ida also has plans to strike against US and allied targets in
Europe, the Middle East, Africa, and Southeast Asia. American
diplomatic and military installations are at high risk—especially in
East Africa, Israel, Saudi Arabia, and Turkey.

o Operations against US targets could be launched by al-Qa’ida cells
already in place in major cities in Europe and the Middle East. Al-
Qa’ida can also exploit its presence or connections to other groups
in such countries as Somalia, Yemen, Indonesia, and the
Philippines.

(U) Although the September 11 attacks suggest that al-Qa’ida
and other terrorists will continue to use conventional weapons, one
of our highest concerns is their stated readiness to attempt
unconventional attacks against us. As early as 1998, Bin Ladin
publicly declared that acquiring unconventional weapons was “a
religious duty.”

o Terrorist groups worldwide have ready access to information on
chemical, biological, and even nuclear weapons via the Internet,
and we know that al-Qa‘ida was working to acquire some of the
most dangerous chemical agents and toxins. Documents
recovered from al-Qa’ida facilities in Afghanistan show that Bin
Ladin was pursuing a sophisticated biological weapons research

program.

¢ We also believe that Bin Ladin was seeking to acquire or develop a
nuclear device. Al-Qa’ida may be pursuing a radioactive dispersal
device—what some call a “dirty bomb.”

» Alternatively, al-Qa’ida or other terrorist groups might also try to
launch conventional attacks against the chemical or nuclear
industrial infrastructure of the United States to cause widespread
toxic or radiological damage.

3
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(U) We are also alert to the possibility of cyber warfare attack
by terrorists. September 11 demonstrated our dependence on critical
infrastructure systems that rely on electronic and computer networks.
Attacks of this nature will become an increasingly viable option for
terrorists as they and other foreign adversaries become more familiar
with these targets, and the technologies required to attack them.

(U) The terrorist threat goes well beyond al-Qa’ida. The
situation in the Middle East continues to fuel terrorism and anti-US
sentiment worldwide. Groups like the Palestine Islamic Jihad (P1I])
and HAMAS haye escalated their violence against Israel, and the
intifada has rejuvenated once-dormant groups like the Popular Front
for the Liberation of Palestine. If these groups feel that US actions are
threatening their existence, they may begin targeting Americans
directly—as Hizballah's terrorist wing already does. -

e The terrorist threat also goes beyond Islamic extremists and the
Muslim world. The Revolutionary Armed Forces of Colombia
(FARC) poses a serious threat to US interests in Latin America
because it associates us with the government it is fighting against.

e The same is true in Turkey, where the Revolutionary People’s
Liberation Party/Front has publicly criticized the United States
and our operations in Afghanistan.

(U) We are also watching states like Iran and Iraq that continue
to support terrorist groups.

o Iran continues to provide support—including arms transfers—to
Palestinian rejectionist groups and Hizballah. Tehran has also
failed to move decisively against al-Qa‘ida members who have

" relocated to Iran from Afghanistan.

e Iraq has 2 long history of supporting terrorists, including giving
sanctuary to Abu Nidal.

4
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(U) The war on terrorism has dealt severe blows to al-Qa’ida
and its leadership. The group has been denied its safehaven and
strategic command center in Afghanistan. Drawing on both our own
assets and increased cooperation from allies around the world, we
are uncovering terrorists” plans and breaking up their cells. These
efforts have yielded the arrest of nearly 1,000 al-Qa’ida operatives in
over 60 countries, and have disrupted terrorist operations and
potential terrorist attacks.

{U) Mr. Chairman, Bin Ladin did not believe that we would
invade his sanctuary. He saw the United States as soft, impatient,
unprepared, and fearful of a long, bloody war of attrition. He did not
count on the fact that we had lined up allies that could help us
overcome barriers of terrain and culture. He did not know about the
collection and operational initiatives that would allow us to strike—
with great accuracy—at the heart of the Taliban and al-Qa’ida. He
underestimated our capabilities, our readiness, and our resolve.

(U) That said, I must repeat that al-Qa‘ida has not yet been
destroyed. It and other like-minded groups remain willing and able
to strike us. Al-Qa’ida leaders still at large are working to
reconstitute the organization and to resume its terrorist operations.
We must eradicate these organizations by denying them their sources
of financing and eliminating their ability to hijack charitable
organizations for their terrorist purposes. We must be prepared for a
long war, and we must not falter.

(U) Mr. Chairman, we must also look beyond the immediate
danger of terrorist attacks to the conditions that allow terrorism to
take root around the world. These conditions are no less threatening
to US national security than terrorism itself. The problems that
terrorists exploit—poverty, alienation, and ethnic tensions—will
grow more acute over the next decade. This will especially be the
case in those parts of the world that have served as the most fertile
recruiting grounds for Islamic extremist groups.

5
UNCLASSIFIED
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» We have already seen—in Afghanistan and elsewhere-—that
domestic unrest and conflict in weak states is one of the factors
that create an environment conducive to terrorism.

e More importantly, demographic trends tell us that the world’s
poorest and most politically unstable regions—which include
parts of the Middle East and Sub-Saharan Africa—will have the
largest youth populations in the world over the next two decades
and beyond. Most of these countries will lack the economic
institutions or resources to effectively integrate these youth into
society.

THE MUSLIM WORLD

(U) All of these challenges come together in parts of the
Muslim world, and let me give you just one example. One of the
places where they converge that has the greatest long-term impact on
any society is its educational system. Primary and secondary
education in parts of the Muslim world is often dominated by an
interpretation of Islam that teaches intolerance and hatred. The
graduates of these schools—"“madrasas”—provide the foot soldiers
for many of the Islamic militant groups that operate throughout the
Muslim world.

(U) Let me underscore what the President has affirmed: Islam
itself is neither an enemy nor a threat to the United States. But the
increasing anger toward the West—and toward governments
friendly to us—among Islamic extremists and their sympathizers
clearly is a threat to us. We have seen—and continue to see—these
dynamics play out across the Muslim world. Let me briefly address
their manifestation in several key countries.

(U) Our campaign in Afghanistan has made great progress,
but the road ahead is fraught with challenges. The Afghan people,
with international assistance, are working to overcome a traditionally
weak central government, a devastated infrastructure, a grave
humanitarian crisis, and ethnic divisions that deepened over the Jast

UNCLASSIFIED
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20 years of conflict. The next few months will be an especially fragile
period. '

e Interim authority chief Hamid Karzai will have to play a delicate
balancing game domestically. Remaining al Qai’da fighters in the
eastern provinces, and ongoing power struggles among Pashtun
leaders there underscore the volatility of tribal and personal
relations that Karzai must navigate.

o Taliban elements still at large and remaining pockets of Arab
fighters could also threaten the security of those involved in
reconstruction and humanitarian operations. Some leaders in the
new political order may allow the continuation of opium
cultivation to secure advantages against their rivals for power.

(U) Let me move next to Pakistan. September 11 and the US
response to it were the most profound external events for Pakistan
since the Soviet invasion of Afghanistan in 1979, and the US response
to that. The Musharraf government’s alignment with the US—and its
abandonment of nearly a decade of support for the Taliban—
represent a fundamental political shift with inherent political risks
because of the militant Islamic and anti-American sentiments that
exist within Pakistan.

(U) President Musharraf’s intention to establish a moderate,
tolerant Islamic state—as outlined in his 12 January speech—is being
welcomed by most Pakistanis, but he will still have to confront major
vested interests. The speech is energizing debate across the Muslim
world about which vision of Islam is the right one for the future of
the Islamic community. :

o Musharaff established a clear and forceful distinction between a
narrow, intolerant, and conflict-ridden vision of the past and an
inclusive, tolerant, and peace-oriented vision of the future.

e The speech also addressed the jihad issue by citing the distinction
. the Prophet Muhammad made between the “smaller jihad”

7
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involving violence and the “greater jihad” that focuses on
eliminating poverty and helping the needy.

(U) Although September 11 highlighted the challenges that
India-Pakistan relations pose for US policy, the attack on the Indian
parliament on December 13 was even more destabilizing—resulting
as it did in new calls for military action against Pakistan, and
subsequent mobilization on both sides. The chance of war between
these two nuclear-armed states is higher than at any point since 1971.
If India were to conduct large scale offensive operations into
Pakistani Kashmir, Pakistan might retaliate with strikes of its own in
the belief that its nuclear deterrent would limit the scope of an Indian
counterattack.

e Both India and Pakistan are publicly downplaying the risks of
nuclear conflict in the current crisis. We are deeply concerned,
however, that a conventional war—once begun-—could escalate
into a nuclear confrontation.

(U) Let me turn now to Iraq. Saddam has responded to our
progress in Afghanistan with a political and diplomatic charm
offensive to make it appear that Baghdad is becoming more flexible
on UN sanctions and inspections issues. Last month he sent Deputy
Prime Minister Tariq Aziz to Moscow and Beijing to profess Iraq’s
new openness to meet its UN obligations and to seek their support.

(U) Baghdad's international isolation is also decreasing as
support for the sanctions regime erodes among other states in the
region. Saddam has carefully cultivated neighboring states, drawing
them into economically dependent relationships in hopes of further
undermining their support for the sanctions. The profits he gains
from these relationships provide him the means to reward key
supporters and, more importantly, to fund his pursuit of WMD. His
calculus is never about bettering or helping the Iragi people.

(U) Let me be clear: Saddam remains a threat. He is
determined to thwart UN sanctions, press ahead with weapons of

UNCLASSIFIED
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mass destruction, and resurrect the military force he had before the
Gulf war. Today, he maintains his vise grip on the levers of power
through a pervasive intelligence and security apparatus, and even his
reduced military force—which is less than half its pre-war size—
remains capable of defeating more poorly armed internal opposition
groups and threatening Iraq’s neighbors.

(U) As Isaid earlier, we continue to watch Iraq’s involvement
in terrorist activities. Baghdad has a long history of supporting
terrorism, altering its targets to reflect changing priorities and goals.
It has also had contacts with al-Qa’ida. Their ties may be limited by
divergent ideologies, but the two sides’ mutual antipathy toward the
United States and the Saudi royal family suggests that tactical
cooperation between them is possible—even though Saddam is well
aware that such activity would carry serious consequences.

(U) In Iran, we are concerned that the reform movement may
be losing its momentum. For almost five years, President Khatami
and his reformist supporters have been stymied by Supreme Leader
Khamenei and the hardliners.

e The hardliners have systematically used the unelected institutions
they control—the security forces, the judiciary, and the Guardian’s
Council—to block reforms that challenge their entrenched
interests. They have closed newspapers, forced members of
Khatami’s cabinet from office, and arrested those who have dared
to speak out against their tactics.

e Discontent with the current domestic situation is widespread and
cuts across the social spectrum. Complaints focus on the lack of
pluralism and government accountability, social restrictions, and
poor economic performarnce. Frustrations are growing as the
populace sees elected institutions such as the Majles and the
Presidency unable to break the hardliners’ hold on power.

(U) The hardline regime appears secure for now because
security forces have easily contained dissenters and arrested potential

9
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opposition leaders. No one has emerged to rally reformers into a
forceful movement for change, and the Iranian public appears to
prefer gradual reform to another revolution. But the equilibrium is
fragile and could be upset by a miscalculation by either the reformers
or the hardline clerics. '

(U) For all of this, reform is not dead. We must remember that
the people of Iran have demonstrated in four national elections since
1997 that they want change and have grown disillusioned with the
promises of the revolution. Social, intellectual, and political
developments are proceeding, civil institutions are growing, and new
newspapers open as others are closed.

(U) The initial signs of Tehran’s cooperation and common
cause with us in Afghanistan are being eclipsed by Iranian efforts to
undermine US influence there. While Iran’s officials express a shared
interest in a stable government in Afghanistan, its security forces
appear bent on countering the US presence. This seeming
contradiction in behavior reflects deep-seated suspicions among
Tehran's clerics that the United States is cormunitted to encircling and
overthrowing them-—a fear that could quickly erupt in attacks
against our interests.

s We have seen little sign of a reduction in Iran’s support for
terrorism in the past year. lis participation in the attempt to
transfer arms to the Palestinian Authority via the Karine-A
probably was intended to escalate the violence of the intifada and
strengthen the position of Palestinian elements that prefer armed
conflict with Israel.

(U) The current conflict between Israel and the Palestinians
has been raging for almost a year and a half, and it continues to
deteriorate. The violence has hardened the public’s positions on both
sides and increased the longstanding animosity between Israeli
Prime Minister Sharon and Palestinian leader Arafat. Although
many Israelis and Palestinians say they believe that ultimately the
conflict can only be resolved through negotiations, the absence of any

UNCLASSIFIED
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meaningful security cooperation between Israel and the Palestinian
Authority—and the escalating and uncontrolled activities of the
Palestine Islamic Jihad and HAMAS—make any progress extremely
difficult.

» We are concerned that this environment creates opportunities for
any number of players—most notably Iran—to take steps that wiil
result in further escalation of violence by radical Palestinian

groups.

¢ At the same time, the continued violence threatens to weaken the
political center in the Arab world, and increases the challenge for
our Arab allies to balance their support for us against the demands
of their publics.

PROLIFERATION

(U) I turn now to the subject of proliferation. [ would like to
start by drawing your attention to several disturbing trends in this
important area. WMD programs are becoming more advanced and
effective as they mature, and as countries of concern become more
aggressive in pursuing them. This is exacerbated by the diffusion of
technology over time—which enables proliferators to draw on the
experience of others and to develop more advanced weapons more
quickly than they could otherwise. Proliferators are also becoming
more self-sufficient. And they are taking advantage of the dual-use
nature of WMD- and missile-related technologies to establish
advanced production capabilities and to conduct WMD- and missile-
related research under the guise of legitimate commercial or scientific
activity.

(U) Let me address in turn the primary categories of WMD
proliferation, starting with chemical and biological weapons. The
CBW threat continues to grow for a variety of reasons, and to present
us with monitoring challenges. The dual-use nature of many CW
and BW agents complicates our assessment of offensive programs.
Many CW and BW production capabilities are hidden in plants that

1
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are virtually indistinguishable from genuine commercial facilities.
And the technology behind CW and BW agents is spreading. We
assess there is a significant risk within the next few years that we
could confront an adversary—either terrorists or a rogue state—who
possesses them.

(U} On the nuclear side, we are concerned about the possibility
of significant nuclear technology transfers going undetected. This
reinforces our need to more closely examine emerging nuclear
programs for sudden leaps in capability. Factors working against us
include the difficulty of monitoring and controlling technology
transfers, the emergence of new suppliers to covert nuclear weapons
programs, and the possibility of illicitly acquiring fissile material. All
of these can shorten timelines and increase the chances of
proliferation surprise.

(U) On the missile side, the proliferation of ICBM and cruise
missile designs and technology has raised the threat to the US from
WMD delivery systems to a critical threshold. As outlined in our
recent National Intelligence Estimate on the subject, most Intelligence
Community agencies project that by 2015 the US most likely will face
ICBM threats from North Korea and Iran, and possibly from Iraq.
This is in addition to the longstanding missile forces of Russia and
China. Short- and medium-range ballistic missiles pose a significant
threat now.

» Several countries of concern are also increasingly interested in
acquiring a land-attack cruise missile (LACM) capability. By the
end of the decade, LACMs could pose a serious threat to not only
our deployed forces, but possibly even the US mainland.

(U) Russian entities continue to provide other countries with
technology and expertise applicable to CW, BW, nuclear, and ballistic
and cruise missile projects. Russia appears to be the first choice of
proliferant states seeking the most advanced technology and training.
These sales are a major source of funds for Russian commercial and
defense industries and military R&D.
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» Russia continues to supply significant assistance on nearly all
aspects of Tehran's nuclear program. Itis also providing Iran
assistance on long-range ballistic missile programs.

(U) Chinese firms remain key suppliers of missile-related
technologies to Pakistan, Iran, and several other countries. This is in
spite of Beijing’s November 2000 missile pledge not to assist in any
way countries seeking to develop nuclear-capable ballistic missiles.
Most of China’s efforts involve solid-propellant ballistic missile
development for countries that are largely dependent on Chinese
expertise and materials, but it has also sold cruise missiles to
countries of concern such as Iran.

o We are closely watching Beijing’s compliance with its bilateral
commitment in 1996 not to assist unsafeguarded nuclear facilities,
and its pledge in 1997 not to provide any new nuclear cooperation
to Iran,

¢ Chinese firms have in the past supplied dual-use CW-related
production equipment and technology to Iran. We remain
concerned that they may try to circumvent the CW-related export
controls that Beijing has promulgated since acceding to the CWC
and the nuclear Nonproliferation Treaty.

(U) North Korea continues to export complete ballistic missiles
and production capabilities along with related raw materials,
components, and expertise. Profits from these sales help P’yongyang
to support its missile—and probably other WMD—development
programs, and in turn generate new products to offer to its
customers—primarily Iran, Libya, Syria, and Egypt. North Korea
continues to comply with the terms of the Agreed Framework that
are directly related to the freeze on its reactor program, but
P’yongyang has warned that it is prepared to walk away from the
agreement if it concluded that the United States was not living up to
its end of the deal.

13
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(U) Iraq continues to build and expand an infrastructure
capable of producing WMD. Baghdad is expanding its civilian
chemical industry in ways that could be diverted quickly to CW
production. We believe it also maintains an active and capable BW
program; Iraq told UNSCOM it had worked with several BW agents.

+ We believe Baghdad continues to pursue ballistic missile
capabilities that exceed the restrictions imposed by UN
resolutions. With substantial foreign assistance, it could flight-test
a longer-range ballistic missile within the next five years. It may
also have retained the capability to deliver BW or CW agents
using modified aircraft or other unmanned aerial vehicles.

¢ We believe Saddam never abandoned his nuclear weapons
program. [raq retains a significant number of nuclear scientists,
program documentation, and probably some dual-use
manufacturing infrastructure that could support a reinvigorated
nuclear weapons program. Baghdad’s access to foreign expertise
could support a rejuvenated program, but our major near-term
concern is the possibility that Saddam might gain access to fissile
material.

(U) Iran remains a serious concern because of its across-the-
board pursuit of WMD and missile capabilities. Tehran may be able
to indigenously produce enough fissile material for a nuclear weapon
by late this decade. Obtaining material from outside could cut years
from this estimate. Iran may also flight-test an ICBM later this
decade, using either Russian or North Korean assistance. Having
already deployed several types of UAVs—including some in an
attack role—Iran may seek to develop or otherwise acquire more
sophisticated LACMs. It also continues to pursue dual-use
equipment and expertise that could help to expand its BW arsenal,
and to maintain a large CW stockpile.

(U) Both India and Pakistan are working on the doctrine and
tactics for more advanced nuclear weapons, producing fissile
material, and increasing their nuclear stockpiles. We have continuing
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concerns that both sides may not be done with nuclear testing. Nor
can we rule out the possibility that either country could deploy their
most advanced nuclear weapons without additional testing. Both
countries also continue development of long-range nuclear-capable
ballistic missiles, and plan to field cruise missiles with a land-attack °
capability.

(U) AsThave mentioned in years past, we face several unique
challenges in trying to detect WMD acquisition by proliferant states
and non-state actors. Their use of denial and deception tactics, and
their access to a tremendous amount of information in open sources
about WMD production, complicate our efforts. So does their
exploitation of space. The unique spaceborne advantage that the US
has enjoyed over the past few decades is eroding as more countries—
including China and India—field increasingly sophisticated
reconnaissance satellites. Today there are three commercial satellites
collecting high-resolution imagery, much of it openly marketed.
Foreign military, intelligence, and terrorist organizations are
exploiting this—along with commercially available navigation and
communications services—to enhance the planning and conduct of
their operations.

(U) Let me mention here another danger that is closely related
to proliferation: the changing character of warfare itself. As
demonstrated by September 11, we increasingly are facing real or
potential adversaries whose main goal is to cause the United States
pain and suffering, rather than to achieve traditional military
objectives. Their inability to match US military power is driving
some to invest in “asymmetric” niche capabilities. We must remain
alert to indications that our adversaries are pursuing such capabilities
against us. :

RUSSIA

{U) Mr. Chairman, let me turn now to other areas of the world
where the US has key interests, beginning with Russia. The most
striking development regarding Russia over the past year has been
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Moscow’s greater engagement with the United States. Even before
September 11, President Putin had moved to engage the US as part of
a broader effort to integrate Russia more fully into the West,
modernize its economy, and regain international status and
influence. This strategic shift away from a zero-sum view of relations
with the United States is consistent with Putin’s stated desire to
address the many socioeconomic problems that cloud Russia’s future.

(U) During his second year in office, Putin moved strongly to
advance his policy agenda. He pushed the Duma to pass key
economic legislation on budget reform, legitimizing urban property
sales, flattening and simplifying tax rates, and reducing red tape for
small businesses. His support for his economic team and its fiscal
rigor positioned Russia to pay back wages and pensions to state
workers, amass a post-Soviet high of almost $39 billion in reserves,
and meet the major foreign debt coming due this year (about $14
bxlhon) and next (about $16 billion).

¢ He reinvigorated military reform by placing his top lieutenant
atop the Defense Ministry and increasing military spending for the
second straight year—even as he forced tough decisions on de-
emphasizing strategic forces, and pushing for a leaner, better-
equipped conventional military force.

(U) This progress is promising, and Putin is trying to build a
strong Presidency that can ensure these reforms are implemented
across Russia—while managing a fragmented bureaucracy beset by
informal networks that serve private interests. In his quest to build a
strong state, however, he is trying to establish parameters within
which political forces must operate. This “managed democracy” is
illustrated by his continuing moves against independent national
television companies.

¢ On the economic front, Putin will have to take on bank reform,
overhaul of Russia’s entrenched monopolies, and judicial reform
to move the country closer to a Western-style market economy
and attract much-needed foreign investment.
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{(U) Putin has made no headway in Chechnya. Despite his hint
in September of a possible dialogue with Chechen moderates, the
fighting has intensified in recent months, and thousands of Chechen
guerrillas—and their fellow Arab mujahedeen fighters—remain.
Moscow seems unwilling to consider the compromises necessary to
reach a settlement, while divisions among the Chechens make it hard
to find a representative interlocutor. The war, meanwhile, threatens
to spill over into neighboring Georgia.

(U) After September 11, Putin emphatically chose to join us in
the fight against terrorism. The Kremlin blames Islamic radicalism
for the conflict in Chechniya and believes it to be a serious threat to
Russia. Moscow sees the US-led counterterrorism effort—
particularly the demise of the Taliban regime—as an important gain
in countering the radical Islamic threat to Russia and Central Asia.

(U) So far, Putin’s outreach to the United States has incurred
little political damage, largely because of his strong domestic
standing. Recent Russian media polls show his public approval
ratings at around 80 percent. The depth of support within key elites,
however, is unclear—particularly within the military and security
services. Public comments by some senior military officers indicate
that elements of the military doubt that the international situation has
changed sufficiently to overcome deeply rooted suspicions of US
intentions.

(U) Moscow retains fundamental differences with Washington
on key issues, and suspicion about US motives persists among
Russian conservatives—especially within the military and security
services. Putin has called the intended US withdrawal from the ABM
treaty a “mistake,” but has downplayed its impact on Russia. Atthe
same time, Moscow is likely to pursue a variety of countermeasures
and new weapons systems to defeat a deployed US missile defense.

CHINA
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(U) Iturn next to China. Last year I told you that China’s
drive to become a great power was coming more sharply into focus.
The challenge, I said, was that Beijing saw the United States as the
primary obstacle to its realization of that goal. This was in spite of
the fact that Chinese leaders at the same time judged that they
needed to maintain good ties with Washington. A lot has happened
in US-China relations over the past year, from the tenseness of the
EP-3 episode in April to the positive image of President Bush and
Jiang Zemin standing together in Shanghai last fall, h1ghl1ghtmg our
shared fight against terrorism.

(U) September 11 changed the context of China’s approach to
us, but it did not change the fundamentals. China is developing an
increasingly competitive economy and building a modern military
force with the ultimate objective of asserting itself as a great power in
East Asia. And although Beijing joined the coalition against
terrorism, it remains deeply skeptical of US intentions in Central and
South Asia. It fears that we are gaining regional influence at China’s
expense, and it views our encouragement of a Japanese military role
in counterterrorism as support for Japanese rearmament—something
the Chinese firmly oppose.

(U) As always, Beijing’s approach to the United States must be
viewed against the backdrop of China’s domestic politics. I told you
last year that the approach of a major leadership transition and
China’s accession to WTO would soon be coloring all of Beijing’s
actions. Both of those benchmarks are now upon us. The 16™
Communist Party Congress will be held this fall, and China is now
confronting the obligations of WTO membership.

(U) On the leadership side, Beijing is likely to be preoccupied
this year with succession jockeying, as top leaders decide who will
get what positions—and who will retire—at the Party Congress and
in the changeover in government positions that will follow next
spring. This preoccupation is likely to translate into a cautious and
defensive approach on most policy issues. It probably also translates
into a persistently nationalist foreign policy, as each of the contenders
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in the succession contest will be obliged to avoid any hint of being
“soft” on the United States.

(U) China’s entry into the WTO underscores the trepidation the
succession contenders will have about maintaining internal stability.
WTO membership is a major challenge to Chinese stability because
the economic requirements of accession will upset already disaffected
sectors of the population and increase unemployment. If China’s
leaders stumble in WTO implementation—and even if they
succeed—they will face rising socioeconomic tensions at a time when
the stakes in the succession contest are pushing them toward a
cautious response to problems. In the case of social unrest, that
response is more likely to be harsh than accommodative toward the
population at large.

(U) The Taiwan issue remains central. Cross-strait relations
remain at a stalemate, but there are competing trend lines behind
that. Chinese leaders seemed somewhat complacent last year that the
growing economic integration across the Taiwan Strait was boosting
Beijing’s long-term leverage. The results of Taiwan's legislative
elections in December, however, strengthened President Chen’s hand
domestically. Although Beijing’s latest policy statement—inviting
members of Chen'’s party to visit the mainland—was designed as a
conciliatory gesture, Beijing might resume a more confrontational
stance if it suspects him of using his electoral mandate to move
toward independence.

(U) Taiwan also remains the focus of China’s military
modernization programs. Over the past year, Beijing’s military
training exercises have taken on an increasingly real-world focus,
emphasizing rigorous practice in operational capabilities and
improving the military’s actual ability to use force. This is aimed not
only at Taiwan but also at increasing the risk to the United States
itself in any future Taiwan contingency. China also continues to
upgrade and expand the conventional short-range ballistic missile
force it has arrayed against Taiwan.

19

UNCLASSIFIED



24

UNCLASSIFIED

(U) Beijing also continues to make progress towards fielding its
first generation of road mobile strategic missiles—the DF-31. A
longer-range version capable of reaching targets in the US will
become operational later in the decade.

NORTH KOREA

(U) Staying within East Asia for a moment, let me update you
on North Korea. The suspension last year of engagement between
P’yongyang, Seoul, and Washington reinforced the concerns I cited
last year about Kim Chong-il’s intentions toward us and our allies in
Northeast Asia. Kim’s reluctance to pursue constructive dialogue
with the South or to undertake meaningful reforms suggests that he
remains focused on maintaining internal control—at the expense of
addressing the fundamental economic failures that keep the North
mired in poverty and pose a long-term threat to the country’s
stability. North Korea's large standing army continues to be a
priority claimant on scarce resources, and we have seen no evidence
that P’yongyang has abandoned its goal of eventual reunification of
the Peninsula under the North’s control.

(U) The cumulative effects of prolonged economic
mismanagement have left the country increasingly susceptible to the
possibility of state failure. North Korea faces deepening economic
deprivation and the return of famine in the absence of fundamental
economic reforms and the large-scale international humanitarian
assistance it receives—an annual average of 1 million metric tons of
food aid over the last five years. It has ignored international efforts
to address the systemic agricultural problems that exacerbate the
North’s chronic food shortages. Grain production appears to have
roughly stabilized, but it still falls far short of the level required to
meet minimum nutritional needs for the population. Large numbers
of North Koreans face long-term health damage as a result of
prolonged malnutrition and collapse of the public health network.

LATIN AMERICA
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(U) Other important regions of the developing world are test
cases for many of the political, social, and demographic trends I
identified earlier—trends that pose latent or growing challenges to
US interests, and sometimes fuel terrorists. Ihave already mentioned
Southeast Asia in this respect, citing the rise of Islamic extremism in
Indonesia and terrorist links in the Philippines.

(U) Latin America is becoming increasingly volatile as the
potential for instability there grows. The region has been whipsawed
by five economic crises in as many years, and the economic impact of
September 11 worsened an already bleak outlook for regional
economies as the global slump reduces demand for exports.

(U) In this context, I am particularly concerned about
Venezuela, our third largest supplier of petroleum. Domestic
unhappiness with President Chavez’s “Bolivarian revolution” is
growing, economic conditions have deteriorated with the fall in oil
prices, and the crisis atmosphere is likely to worsen. In Argentina,
President Duhalde is trying to maintain public order while putting
into place the groundwork for recovery from economic collapse, but
his support base is thin.

(U) Colombia too remains highly volatile. The peace process
there faces many obstacles, and a significant increase in violence—
especially from the FARC—may be in the offing. Colombia’s tenuous
security situation is taking a toll on the economy and increasing the
dangers for US military advisers in the country. Together, the
difficult security and economic conditions have hampered Bogota’s
ability to implement Plan Colombia’s counterdrug and social
programs. Colombia remains the cornerstone of the world’s cocaine
trade, and the largest source of heroin for the US market.

AFRICA
(U) The chronic problems of Sub-Saharan Africa make it, too,

fertile ground for direct and indirect threats to US interests.
Governments without accountability and natural disasters have left
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Africa with the highest concentration of human misery in the world.
It is the only region where average incomes have declined since 1970,
and Africans have the world’s lowest life expectancy at birth. These
problems have been compounded by the HIV/AIDS pandemic,
which will kill more than 2 million Africans this year, making it the
leading source of mortality in the region.

(U) Given these grim facts, the risk of state failures in Sub-
Saharan Africa will remain high. In the past decade, the collapse of
governments in Somalia, Liberia, Rwanda, Congo-Kinshasa, and
elsewhere has led the United States and other international partners
to provide hundreds of millions of dollars worth of aid, and to
deploy thousands of peacekeepers. A number of other African
states—including Zimbabwe and Liberia—are poised to follow the
same downward spiral. In Zimbabwe, President Mugabe's attempts
to rig the presidential election scheduled for next month increases the
chances of a collapse in law and order that could spill over into South
Africa and other neighbors. The UN-monitored truce between
Ethiopia and Eritrea also remains fragile.

BALKANS

(U) Finally, let me briefly mention the Balkans, the importance
of which is underlined by the continuing US military presence there.
International peacekeeping troops, with a crucial core from NATO,
are key to maintaining stability in the region.

(U) In Macedonia, the Framework Agreement brokered by the
United States and the EU has eased tensions by increasing the ethnic
Albanians’ political role, but it remains fragile and most of the -
agreement has yet to be implemented. Ethnic Slavs are worried
about losing their dominance in the country. If they obstruct
implementation of the accord, many Albanians could decide that the
Slav-dominated government—and by extension the international
community—cannot be trusted. ‘
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(U) US and other international forces are most at risk in
Bosnia, where Islamic extremists from outside the region played an
important role in the ethnic conflicts of the 1990s. There is
considerable sympathy for international Islamic causes among the
Muslim community in Bosnia. Some of the mujahedin who fought in
the Bosnian wars of the early 1990s stayed there. These factors
combine with others present throughout the Balkans—weak border
controls, large amounts of weapons, and pervasive corruption and
organized crime—to sustain an ongoing threat to US forces there.

CONCLUSION

(U) Mr. Chairman, I want to end my presentation by
reaffirming what the President has said on many occasions regarding
the threats we face from terrorists and other adversaries. We
cannot—and will not—relax our guard against these enemies. If we
did so, the terrorists would have won. And that will not happen.
The terrorists, rather, should stand warned that we will not falter in
our efforts, and in our commitment, until the threat they pose to us
has been eliminated.

(U) Thank you, Mr. Chairman. Iwelcome any questions you
and your colleagues have for me.
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Chairman Graham, Vice Chairman Shelby, Members of the
Committee: I appreciate the opportunity te present INR'S
view of the current and prospective threats o the United
States, its citizens, and its interests. INR sees nc
challenge to the existence or independence of =he United
States, strong relations with the major puwers, and solid
aliiances. But significant threats remairn, both today and
over the next decace.

When INR, CIA, and DIA testified on this subject last
vear, all emphasized the threat of terrcrism. We all
pointed to asymmetric attacks, including by ron-state actors
using terrorism to counter cur vastly supericr military
capabilities. I read last year’'s testimony for the firsc
time when preparirng for this hearing and was struck, as one
wno nad nc involvement in its preparaticn, by both its
prescience and continued relevance. Indeed, I am
resubmitting the testimony prepared by INR last year because
I believe its comprehensive treatment of the threats we face
is still useful. Rather than repeat the tour d’horizon
approach used last year, much of which would duplicate the
judgments articulated in the testimony submitted by other
agencies, I wish to focus 2n uncerlying problems and common
features linking the general and specific threats facinz our
country.

Terrorism, clearly the greatest current threat to
Americans, transcends borders. It incubates inside failing
states and feeds on frustrations arising Zrom political
repression, lack of econcmic progress, social inequality,
and cenviction that othe national leaders, foreign
goverrments, rival etrnic religious groups, the “"West,”
or the sole superpower-— =c blame. We need to remember
that while terrorists t pe fanatical devotees cf
something, terroxism itse a ccllecticn of tactics, nct
an ideology. It is a bl strument intended to cheange
conditions its practitio »d unacceptable. Despite the
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undeniable impact of Cperation Enduring freedom thus far,
many factors fthat nurture and inspire terrorism persis:c.

State sponsorship. The nature and significance of
state sponsorship of tervorism has ¢hanged over the past few
years. State-directed terrorism has not gcne away, but it
1s now less thrzatening to 2mericans than are the actions of
non-state actors such as al Qaida. Non-state terrorists
increasingly sesx not sponsorship as much as a weak state in
which to operate. Would-be antagonists have doubtiess noted
lop-s:ded US victories :n the Gulf war, Kosovo, and in the
Afghan campaign. Because nc nation can prevail in & direct
confrontation with the US military, scme may be tempted to
strixe the United States using terrorism as a low-cost,
deniable tactic, and some ‘states may try to use terrorist
surrogates in lieu of actual comkatants to raise the costs
to one’s opponent i1n long-running struggles. Bul the new
trend seems to be toward well-financed non-state actors
taking the. lead.

Fconomic underdevelopment. Underdeveiopment often
breeds “he foot scldiers for terrorism. Peopie with little
<o lose ares easily swayed to a cause, particularly if that
cause carries with it some excitement and preomise ol rewards
for one’'s self ané family. Many who join groups that
practice terrorism face a life of joblessness and poverty.
Often iiving under oppressive governments with little
prospect of a better life, young people—especially those
whose exposure to education has made them even more
frustrated and cmbittered—are prone tc seek a way out,
perhaps by attempting to migrate, perhaps by joining a
movement that promises changs through violience, perhaps by
immersing themselves in religion. When unemployment hovers
around 40% and nearly 45% of the populaticn is under the age
of 15 (as in the West Bank and Gaza Strip), people find it
difficult to wai= for a brighter future. Many of thoss
drawn %o Usama bin Laden are in similar circumstarces.

Unresolved political issues. Political Issues—such as
the sratus of Kashmir, control of Jerusalem, or a homeland
for Sri Lanka’s Tanmils—serve as focal points for the anger
of various populations. In sach of these instances decades
have passed with no pclitical resolution. Similarly, and
increasingly, greater awarensss of the cutside world and the
shortcomings of regimes that refuse to change and repress
dissent fuels both frustration and willingness tc use
violence, including terror, to attack an unacceptable status
quo.
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Convergence cf terrorism, narcotics, and crime. Jlne of
~ne most notable features cf contemporary terrorism is its
growing self-sufficiency. Examples abound, but the most
ble are al-Qaida, FARC, and Hizkallah. AlL three nave
independent means for raising and distributing money,
including legitimate as well as criminal mears ranging from
drug trafficking to misappropriating funds intended for use
by NGCs. Such groups also rave multiple ways tc recrull,
vvain, and arm fighters, and to spread their propaganda.
™his independence frees groups from the constraints of state
sponsors and makes them ever more dangerous.

Wastezn scapegoat. The West, particulariy the United
Stares, is widely perceived as the guarantor cf the stazus
guo. As champions of progress, we find thaat painfally
But many grcups believe they can more easily atfack
their own ccuntry through attacking Americans or our
eccnomic interests. If their attacks can end western
suppert for thelr countzy, they believe it wi1lil make the
overthrow of their target regime far easier.

into the global economy and have the cultural and eccnemic
capacity to find a niche and compete successiully benzfit
enormously from globalization, as does the United States.
Indeed, much of the world incorrectly but understandably
sees glovalization as Americanizatien. But the process also
has a downside, especially in countries that must make
difficult economic, cultural, and political changes pefore
the benefits of globalization outwelgh the costs. The
process challenges tradicional class systems and entrenchec
economic interests, raising expectations and demands OB
governments for serv.ces and reforms,

Downside of globalization. States that enter fully

Globalization makes it easier to move goods, services,
ideas, and people, but it alsc facilitates the migration of
knowledge, technology, money, diseases and much more that
can be problematic as welil as peneficial. Computerized
communications and cell phones have made it possible for
radical groups to communicate more easily and securely.
Terrsrists and traffickers in pexsons and contraband becore
more difficult to contain, and those with the education and
skills to maxe weapons of mass destruction can move abcut
nore easily. Money and invesiment move more easily,
sometires fleeing perceived future problems and procucing
cycle of losses, unrest, further flight, and less
investment. The ease of movement and investment has aisc
encouraged the “off-the-books” economy, making law
enforcement and revenue cclliection more difficulr.

o
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Fragile and failing states. Many states have problems
resulting from weak national :instituyticns and cften weaker
econoriies. Traditional cliass, tribal, or regional divisions
frequently abet ccrrupticn, crime, and chass, which in turn
creed disiliusionment and further undermine the foundations
cf government and civil soclety. Failure tc meet the neaeds
of often burgeoning populaticns of young jokseekers, oc O
provide clean water cr adequate health care, adds powder to
an already full k2g that any number of incidents can ignite.

Pragile and failing countries often provide terr rists
refuge and recruits while producing economric migrants and
refugees who acdd to the problems cf neighboring states.

Many of the states mest at risk are in RAfrica, Central Asia,
and the Middle Fast, but nc regicn lacks them. Competent
governments and significant internatioral support togetner
can alleviate the full spectrum of problems, including
checking terrorism and proliferation. Failing governments
cannot help us or escape their own predicaments without
help. Indeed, they become “our” problem in a way we did not
earller encourter.

Threats to democracy and the “Washington consaensus.”
The rush te¢ embrace democracy, capitalism, and more cren
markets during the 1990s entailed numerous changes we
regarded as positive, but the demise of a clear alternative
in the form of communism does not ensure that these positive
changes will endure. Many new democracies remain fragile.
Demccracy does not guarantee effective or nonest government
or ensure higher 1living standards. 1In parts of East Asia
and Latin America, despite steps toward more demecracy and
market economies, increasing inequitises and a growing
perception of inequaiity fed by rapid urbanizaticn and
glokal communications contribute tc resentment of “greedy
western capitalists.” <Citizens who have endured the pain of
short-term "reform" for the prospect of "gain" in the future
grow impatient; incomplete or corrupted reform efforts have
left many new democracies vulnerable and many new market
eccnomies in a parlous state.

Gicbalization compounds the problem. Electronic media
reveal how much better otrhers are doing and spctlight the
failings of local leaders. Many electorai demccracies have
simply elected the same old ccrrupt elites to positicas they
had previously acquired by other means. Corruption,
nepotism, and personal enrichment continue. Income gaps
wider, the pie dces not expand quickly enough, and better-
informed publicCs become 1mpatient.
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Local problems with broader implications.
Giopalizaticn means there is no such thing as a purely leczal
croplem, The Pales-inian-Israeli dispute was never pure.ly
“ocal, but the ripple effects are spreading. Tensions in
Korea, the Taiwan Straits, and the South Chira Sea are
gererally lower than in the past, out, should tensions
nificantly incrsase or hostilities preak out, the impact
would be felt far beycnd the region, The Kashmir dispute,
fueied and to some extent controlled by terrorist groups,
risks escalaton tc nuclear war.

s

Threats within borders. Tolstoy wrote in Arna Karenina
that "hHappy families are all alike; svery unhappy family is
unhappy in its cwn way." The same can be said for
successful and unsuccessful states. Whatever their
differences, stable and prosperous states have much in

common. Every weak or failing state, however, is sick in
its cwn way. These states can be divided into three
categories: "Precarious"”, “muddling through", and "near
migses."

In precarious states large segments cf soclety view
nationzl politicai, legal, and administrative structures as
illegitimate--either because of their ineffectiveness cr
cheir ‘dentificaticn with unpopular minority Iinterests.

They are often divided societies vulnerable to implosion and
collapse. Such states are commen in Africa, where colonial
powers drew national boundaries and impcsed administrative
structures on divided societies. Afghanistan and Somalia
are extreme exanples of this phencmencn, éand the dangers it
entails, but many other states are also precarious.

Muddling through states have national strucLures that
have acquired a measure of lsgitimacy through longevity.
State and society appear stable, but socioceccnomic factors
preclude significant econcmic development or soCial
progress. Long-run trends are strongly negative and crises
are commen. Innate conservatism limits sacial progress and
rassive societai upheaval, pbul problems aze checked rather
rhan solved. Several countries of the muddling threough
variety have experienced significant economic growth but are
finding it very difficult o close the gap between rich and
pocr.

Near miss states made economic progress and political
strides in the past but are now in a downward spiral. The
difference between the “near misses” and the mcre successful
developing countries is often 2 matter of bad policy
decisions by the former. A fairly common factor among “near
misses” is early economic success based on explciting

Zo0se
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razural rescurces or other transient circumstances that
ailcwed the society tn postpone dealing with deeper
prcbierms.

Over the last 20 vyears all of Latin America save Cuba
nas been iabeled “demccratic,” out the naticrns of the regi
cccupy varied positions on the continuum between democracy
ard authoritarian Relatively free and f£aiLr electicns
and observance of the most basic democratic and
constitutional norms are commerplace. But so, toc, are
debilitating leveis cof crime, corruption, and SGCloSCONORAC
inequities, Fewer than half of Latin Americans surveyed now
contend that democracy is always preferable to
autnoritarianism. ' Though military government remains
discredited, the door is increasingly ajar for populists
trading on nostalgia fcr statist nostrums. Absent a strong
economic resurgence, a vicious circle of cynicism locms.
Reform enthusiasm has peer replaced by fatigue.

Sovereignty and self-determination. C[Cisputes over an
international berder, long a scource of internatioral
conflict, nave-at least for now—-become much less prevalent.
Cross-porder issues now tend to concern control over
populations of etnnic cr_ rel:igious xin, cr a sense of
national irredentism. But disputes invclving sovereignty
and/or self~determination include several that could explode
with catastrophi¢ regicnal and, potentially, glopal
consegquences.

Menacing handful. The long-simmering confrontation
petween India and Pakistan over Kashmir could guickly boil
over into a major war. That it has not yet done s$0 rellects
trhe strength of tne leadership of both nations and effective
exterrnal diplomacy. Neither India nor Pakistar seeks the
destructicn of the cther as a state or society. Instead,
they are divided over the fate of what 1is, for both, a
relatively small area of encrmous symbolic—though not
strategic~value.

The other two potenzially catastrophic disputes are in
East Asia: the historical division of the Xorean peninsula
and tension betwesen China and Taiwan., Though we believe
tensions are diminished > ®sth locations, the disruptive
effects should hostiliziss break out rave increased because
of the lethality of weagcnry available, the potential
econcmic impact, and scin:sif political effects. These
proader implications, e cemplicating resclution, alsc
may have a limiting e and contribute to maintaining the
status gquo,

e
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A category apart. Though f{undamentally a struggle over
tre establishment of nacional boundaries, the Israeli-
Palestinian struggie is in a class by itself. No single
dispute touches the emotions ¢ so many other naticns a&s the
Tsraeli-Palestinian issue and, we belisve, nc other cenfliict
could spark troubls so widely or so quickly. It centains
clements of traditicnal interrational disputes and regicnal
independence mcvements, but as a strugsle between &
recognized nation state and a subject people attempting to
create an independent nation it also resemtles the anti-
colonial struggles that followed World War IT.

Transnational threats. Now, Mr. Chairman, I will turn
to those threats that are transnational. Beycnd the
painfully obvious terrorist thrsat, Lhese include weapcns
croliferatien, narco-trafficking, and emerging threats such
as infecticus diseases and trafficking in person

Proliferation and trafficking of weapons. Many of tne
components and technologles needed for the development or
acquisition of weapons of mass destructicn (WMD), ballistic
missiles, and advanced conventional weapons (ACW) move
relatively easily across international borders. Nuclear
weapons remain the most difficult form of WMD to produce or
acquire. Though much of the information needed tc design a
nuciear weapcn is now in the public domain, the technical
requirements are hard to meet, and national and
international export controls and nonproliferation regimes
constralr access to the reguisite raw materials and
tecnnology-.

Chenmical weapcens (CW) and bilological weapons (BW) are
at the cpposite end of the spectrum. They are less
cataclysmic but easier to acquire, The inherently dual-use
nature of many goods and technolegies needed to produce CW
and BW increases the likelihood that we will confront such a
threat in the future-probably by non-state acters.

The potential for the spread or indigenous development
of ballistic missile systems remains real but poses less of
a near-term threat to US national security. Indeed, bcth
state and non-state actors are more likely to opt feor less
expensive, more reliable and accurate delivery systems [or
nenconventional weapons. Ships, trucks, airplanes, ¢r even
the mail are much easier to use covertly and lend themselves
to effective dissemination of certain WMC, such as
bicliogical weapons.

The United States retains global dominance in acvanced
conventioral weapons but we do not have a menopoly. Most

Tans
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states of immediate cencern (such as Iran, Irag, Libya, arnd
North Korea) lack the financial rescurces and technological-
organizational sophistication to produce, deploy, and
maintain large numbers cf cuiting-edge weapons systems—hence
their guest for WMD to cffset their conventional weakness.
Noretheless, widespreac and active gicbsl trade in advanced
ceorventional techrolegies could increase the threat to Us
and allied forces.

Trafficking in conventional arms, whether 2s a matzer
of policy by governments or through the actions of “rogue”
comparies, has had a devastating impact on many regional
cenfiicts., Efforts o stem the £low of arms by imposing
arms embargoes and seeking to enhance border contrcl,
customs, and police capabilities have been largely
ireffective. As I have roted, Mr. Chairman, we can no
longer consider such “regional” conflicts to be purely lecal
problems.

Drug threat. The drug trade remains a direct and
indirsct threat to Amer:icans and American interests. It is
well crganized, adaptable, ruthless, and has access to
wealth on a scale without historical precedent. Years
pefore international crime was recognized as a serious
threa® to governments, the drug syndicates had already
established & sophisticated array of supply and distribution
retworks, money-laundering mechanisms, and, perhaps mcosT
irportant, influencial government coniacts in many drug
source and trarsit ccantries. They developed and perfected
many of today’s ingenious morey-laundering techniques by
hiring the best lawyers and accountants and using the most
acvanced technology available. Successful law enforcement
actions have winnowed out the less efficient organizations,
leaving the more resourceful ones :o dominate the field.
Taking advantage cf globalization, they have acguired
expertise wherever it is available.

Nontraditional threats. The conditions noted above as
incukbators for terrorism also spawn and facilitate
transmission of nontradi:ional threats. Such threats
include infectious diseases such as tuberculosis, malaria,
and especially HIV/AIDS. Perscns affected are orly a glane
ride away from the American public, With public health
infrastructures coilapsing, easily preventakle or curable
water-porne diseases, such as cholera and dysentery, claim’
many .ives, reduce productivity, and drain national budgets
in aiready fragile countries.

Dealing with the threats. To deal witn an ever-
changing, increasingly complex, ynpredictable, and
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intercanrected world, the Intelligence Commurity needs, in
ny view, greater breadth and flexibility with a new or
renewed emphasis on expertise. Morey and numbers of
personnel will anly serve us well if we can recxrult, retain,
groom, and then fully utilize true experts wno can a
trheir deep understanding to difficult proplems and create
rew xnowledge useful to policymakers derived from
information of all kinds.

Breadth, The Community already cellects mere data than
it can process or analyze. Collection ncretheless remains
of critizal national security importance in crucial areas
and specific contexts. Terrcrism and the spread of WMD and
missi.e systems correctly top the list of collection
priorities, but we have learned over the past decade that we
need both more information on and better analysis of a very
wide range of developments on every continent and in every
countzy. Even the wisest of analysts or the best collecticn
managers will, at times, fall tc anticipate the precise
nature and timing of some calamitous event, &s happened last
Septemcer. We need to take to reart Richard Betts’ recent
cauticn in Foreign Affairs that no one bats 1000~even though
batting less than that can have catastrophic ocutcomes.

Thus, we must maintain awareness and vicilange on a
globai scale, monitoring all major issues everywhere with a
sclid base of permanent expertise. We in INR, like the rest
of “he Community, face a looming wave of retirements that
will erode cur expertise. We must provide analysts
incentives, recognition, and career tracks allowing them tc
acquire and apply the kind of deep expertise needed to make
sense of the coentemporary world. What is more, we must
develiop and maintain such expertise on all regicns and
issues, not just a select few.

Flexibility. The Community must develop mechanisms
that aliow for rapid, manageable reallccation of rescurces
and capabilities to problems as they emerge cor kbear closer
scrutiny. Though I stress the need to remain globally
alert, that does not imply spreading our capabilities or
personnel across all issues lixe butter. We need the
ability te attack new problems as they come up, working all
the whiie to see them coming as far out as possible.
Warning remains essential. The concept of “surge” is
essentially unthinkable if we are forced—within our exlsting
manpower—to abandon other key concerns and priorities to
scrum against the hottest issue and concern of the day. In
INR we have nc choice but to cover the entire worid every
day. We do a pretty good job, but we always need help from
other parts of the Community.
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Building on the global awareness we nave cutlined in
our combined testimony before this ccrmittee and on a range
of future-oriented assessments, including the INR study
Diplomacy 2010 of two years ago, we have the ability to
aggregate problems and assemble now the range of resources
we will reed in ccming years. But we need to ensure that
the prcduction of valuaple intelligence, ard the judgments
we can draw using 1t, are not nobbled by & smothering ameunt
of cureaucratic process and artificial boundaries. Just as
the military speaks of a tooth <o tail razic, the ccmmunity
must maximize the enhancement of expertise, in both
collection and analysis.

Depth. GExpertise is our lifeblood. Hiring hundreds of
rew analysts and throwing morey at challenges makes sense
only if we can engage the best people and apply expertise
quickly and effectively. In INR we nave rany analysts with
20 to 3C years of experience on a small set of issues or
countries. They are a tremendous resource, but they must be
replenished. Throughout the Intelligence Community we have
a major challenge to make the analytic profession attractive
to America’s brightest and most energetic, and to offer the
stimulation and stature that will persuade many to remain in
public service. We must give them the toolis, training, and
time to build and apply their expertise. Technclogy without
time and training is insufficient and ineffective. Though
many agencies use a model where advancement meansg movement
inte some management rank, we in INR believe strongly we
must reward expertise as such—elevating pecple fcr what they
xnow and produce., The best school teacher may make the
worst principai. Enabling analysts fully to exploit thelr
deepening expertise, and perhaps assigning to the most
senior and valuable of them both understudies and research
assistants who can aspire to greater skill and rank-and
crovide a measure of analytic continuity—deserve sericus
examination and testing.

The issues we confront nave exploded in quantity and
complexity since the Cold War ended. But, Mr. Chairman, the
greatest naticn on earth with the world’s most creative and
inncvative brains can deal successfully witn a complex world
of interlinked politics, economics, and socleties if we can
keep them constantly under sur intelligence collecticn and
analysis lens.
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STATEMENT BY
ACTING ASSISTANT SECRETARY OF STATE
FOR INTELLIGENCE AND RESEARCH
THCMAS FINGAE

SEFORE THE SENATE SELECT COMMITTEE CN INTELLIGENCE
HEARING ON TURRENT AND PROJECTED NATICNAL SECURITY
THREATS TO TEE UNITED STATES

February 7, 2001

chairman Shelby, Senator Graham, Memcers of tre
committee. I appreciate the opportunity to present INR's
view of current and projected threats to the United States,
American citizens, and American interests. Happily, the
severity cf specific threats to our nation, cur values, our
system cf governmert, and our way of Life are low and likeliy
ts remain so for the fcreseeable future. Unfortunately,
that is not the casc with respect to threats tc individual
Americans and other national interests. Indeesd, there
appears tc be a perversely inverse relationship between the
diminution. of threats to the United States homeland and the
changing magnitude and variety of 1ncreasing trnreats to
american citizens and intérests,

The dramatic decline in the mega-threat symbclized by
the end of the Cold War and the growing prepcnderance ol our
military capabilities make it increasingly difficult and
srraticnal fcr any adversary to threaten our naticnal
existernce. This makes resort to asymmetric thresats more
tempting. A varlety of national and non-state actcrs are
seeking both means and cpportunities to achieve trheir gcals
by threatening Americans at rome and abroad.

dents, tourists, ciplomats,

our Armed Forces, etc.}) are 2

ups who oppose us and our values,

cwer, or believe that Washington
eir own political, economic, oX

e daily of threats Lo US

Americans acroad {resi
business peocple, members of
special target for many g
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helds the key to achieving
other gcals. We become a
pusinesses, military faci es, embassies, and fndividual
citizens. Recent examples e the seizure of an

American relief worker in anva (since freed), the

execution of an American worxer seized in Ecuador, and
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and defend against.
fanatics, self-stylied
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Misguided individuals, rel:l
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crusaders, and agents of national or rebel groups can—-anc
do—-cperate sverywnere and are capable of striking almost
anywhere, anytime. Thelr most common weapons are bullets
and bombs, but some in the catcnall category cf “terrorists”
clearly seek to cbtain chemical or biological weapens.
Others apmear capaple of inflicting isolated damage through
artacks on our information infrastructure. The magnitude of
escn individual threat is small, but, in aggregate,
unccnventional threats probably pose a more immediate danger
o Americans than do foreign armies, nuclear weapecns, long-
range missiles, ox the proliferation of WMD and delivery

systems.

merrorism. The United States remains a number one
target of interrnational terrorism. As in previous years,
close to cne-third of all incidents woridwide in 20C0 were
directed against Americans. The most devastating attack was
the October 12 bomping of the USS Cole ir Yemen that kiiled
17 sailors and injured many more.

The locus of attacks can be, and increasingiy-is, Zar
remcved from the gecgraphic origin of the chreat. Usama bin
Ladir (UBL) is based in Afghanistan but his reach extends
far beyond the subcontinent. Plausible, 1f not always
credible, threats linked to his organization target
americans and America's friends or interests on almost every
continent. His organization remains a leading suspect in
the Cole investigation, and he and severa) members of his
crganizaticn have been indicted for the 1998 embassy
bombings in Kenya and Tanzania. Had it not been for
vigilant Jordanian security, UBL operatives would have
conducrted attacks in that country to disrupt Millennium
celebrations. Members of his network and other like-minded
radical Mujahecdin are active globally. Bin Ladin funds
training camps and participates in a loose weorldwide
terrorist network that includes groups such as the Egyptian
Islamiz Jihad and the Kashmiri Harakat al Mujahedin. The
UBL network is analogous to a multinational corporation.
Bin Ladin, as CEO, provides guidance, funding, and
logistical support, but his henchmen, like regional
directors or affiliates, have broad latitucde and sometimes
pursue their cwn agendas.

Some terrorists, including bin Ladin, have evinced
interest in acquiring weapons of mass destruction, Thus
far, however, only Aum Shinrikyo, the group responsikle for
the 1995 subway gas attack in Tokyo, has actually used such
a weapon. There has been no repetition or credible threat
of such an attack in the last five years, but ~he prcblem
clearly has not gone away. There will be ancther attack;

FANK]
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what we do not, and possibly cannot, know is when, whers, by
whom, and why.

0

te sponsorship cof terrorism hés declined, but v has
ppeared. Iran still suppozts groups such as the
Paiestine Islamic Jihad dedicated o the disruption of ihe
iddle East Peace Process. Iragq alsc harbors terrorists and
may be rebuilding its intelligence networks to support
terrorism. Afgharistan’s Taleban, thceugh not a national
government, does provide crucial safe naven to USL,

Proiiferaticn. .The efforts ¢f many naticns tc develo
weapons of rmass destruction (WMD) and the missiles to
deliver them cgntinuss to present a serious potential threat
to the safety of US citizens abroad and at hcme, and te US
interests worlcwide. It is difficult, however, tcC
characterize the WMD threat without caricature, difficult to
raise alarms witnout drowning cut reassns fOor encouragement.

The gravity of nuclear proliferation significantly
outwaighs that of eithrer chemical weapons or biolcgical
weapons proliferation. But, although the basic
understanding ¢f nuclear weapons physics is widespread,
auclear weapons are, fortunately, the most difficult kind to
produce or acquire. Access to fissile material is a
critical impediment. The challenges to the internaticnal
nuclear non-proliferation regime represented by the Indian
and Pakistani nuclear tests of 1998 are real but must be
seen in the context cf decisions earlier in the decade by
South Africa, Ukraine, Argentina, Brazil, and cthers {i.e.,
Belarus and Kazakhstan; to forgo the nuclear coption. The
success of diplomatic efforts =o extend indefinitely the
Non-Proliferation Treaty, tc enhance IAEA safeguards, and <o
win nearly universal membership in the Comprehersive Test
Ban Treaty provide evidence that the international community
reccgnizes the nuclear danger and Ls making progress in
providing the means to counter i1t. Today only a few states
appear to be actively seeking to acguire nuclear weapcns.
The greatest near-term danger remains the potential feor
shortcuts in the transfer cf weapons technology and weapons
grade fissile materiais to such states from the existing
nuclear powers. But, despite fears of “leakage” from
stockpiies of the former Soviet Union and sales by North
Kcrea, we have nct yet been faced with activities in this
area on a scale that has raised significant concerns. :

Chemical weapons are mere of a tactical threat tc US
forces and allies than a strategic threat to the homeland.
Biological and toxin weapons are more of a terrorist threat
to civilian popuiations than an effective Instrument cf

Z014
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warfare. Potential CW and BW threats are nonetheless real
and increasingly widespread. CDespite broad participation in
the Chemical Weapons Convention and Biological Weapons
Conventicn, the dual-use nature of the relevant
technologies, modest technological prersquisites for
deveiopmnent, and the low profile of i{ilicit activities
suggest that the potential threat from both state and non-
state actors will continue to grow.

Balliistic missiles remain the most fearsd delivery mode
for WMD because of thelr speed, relative invulrerasbiiity tc
attack {(when mobile), and ability to penstrate defenses.
There has been & dramatic increase in the aggregate nunber
of short-range ballistic missiles in recent years: this
growth will continue. The increase in the number of longer-
range missiles has peen much slower. International efforts,
such as the Missiie Technology Contrcl Regime (MTCR) and
various bilateral understandings between supplier states,
have made 1t more difficult for states of preliferaticon
concern to develop and deploy ballistic missiles. By adding
to the significant technological challenge proliferant
states must overcome to devslop multi-stage missile systems,
these external controis force such states to use covert or
less efficient paths of development, inareasing the cost and
time requirements for system develcpment. As a result,
missile proliferation has ccourred at a slower fate than
predicted by previcus Intelligence Community (IC) estimates.
INR assesses that, among states seeking long-range missiles,
oniy North Korea could potentially threaten the US homeland
with ballistic missiles in this decade, and only if it
abandons its current moratorium on long-range missile flight
testing.

The Nuclear Thnreat. Only Russia has the unqualified
capacity to destyoy the United States. Indeed, for the
foreseeable future, Russia's ability to threaten US
territory and overseas interests is greater than that of all
other potential adversaries compined. China is the caly
other country not an ally of the United States that
currently has the capacity to strike the US homeiand with
nuclear weapons. - The aggregate nuclear-armed ICBM threat
against the United States is declining dramatically,
however, as a vesult of Russian military choices related to
START I and START II and the significantly reduced size of
the Russian economy {(compared with that of the Soviel
Union). China's force, however, is in the process of modest

- axpansion. We assess the likelihood of an attack on the |
United States by either Russia or China to be extremely low
and iudge that both have effective safeguards against
unauthorized or accidental launches.
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This situation could change for the worse if Moscow
and/or Beiljing concluded that the United States was pursuing
& course in fundamental conflist with Russian/Chinese
interests. Such & perception could trigyer decisions that
would significantly increase tne quantitative threat to the
United States. Instead of dramatically reducing their
strategac nuclear warheads to some 1300 by 2015, the
Russians could halt their decline at or above 2,000
warheads. The size of the Chinese stratagic threat to the
United States could more than triple by the end ¢f the
decade should China decide to MIRV existing ICBMs or deploy
new cnes. A resumption of nuclear testing by China could
lead to smallier warheads and further MIRVing. Should either
Russia or China l{or both) put their stratecic forces on a
higher state of alert, the danger of accidental launch would
increase. Negative political or ecocnomic factors could alsc
erode existing protections against accidental or
unauthorized launch,

The growing availability of techrical information sbeut
nuciear weapens and the increase in well-financed non-state
terrorist organizations make the prospect of a threat to the
United States from a surreptitious nuclear device -~ for
example, hidden irn a cargo ship -- a significant sscond-
order ccncern. The difficulty of acquiring sufficient
fissile material would be the most important technical
facter limiting the ability of nations or terrorist groups
to acquire such & capability.

North Kerea’'s nascent space launch vehicle/ICBM program
and presumed nuclear potential are cause for concern and the
focus of ongecing diplomatic efforts. Given the credibility
of US retaliateogy capabilities, however, we assess that, in
most circumstances, North Korea could be deterred from
launching a nuclear attack on the American homeland,
American friends and allies, or against American forces
abroad. Nevertheless, the threat is real, and a
multifaceted dipiomatic effort is under way to reduce or
eliminste it. 8o far, this effort has ylelided a fresze on
activity at declared Ncrth Korean nuclear facilities and a
roraterium on space or long-range missile launches for ths
duraticon of US-DPRK missile talks.

Missiles and Missile Proliferation. Ballistic missiles
re a special concern, particularly when possessed by
countries with nuclear, chemical, or pioiogicai weapons,
pecause of their ability to strike rapidly and penetrace
defenses. The number cf countries develop:ng capabilities
to produce ballistic missiles and/or space launch vehicles
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is increasing; the list includes, among others, North Korea,
Iran, India, and Pakistan. "Thelir indigenocus capabilities
have been eénhanced by technology transfers f£rom other
countries--principally Russia, China, and North Korea.
Foreign assistance has extended the range and improved the
accuracy of older-gereration missiles and sccelerated the
development and production of indigencus systems.

That the number of countries with ballistic missiles
continues to Lnocxesse and that ths rangs, paviocad, and
accuracy of guch missiles continue to improve are cause for
concern. But there is a “good news” story as well. The
number of countries pessessing or seeking to acguire
pallastic nissiles remains smail and does not appear te be
growing from Cold War levels. Most programs appear to be
advancing more slowly than anticipated. And, despite
leakage of technolegy and possible violations of
commitments, the trend line is toward less rather than more
transfers of technolegy and complete systems. The export of
missiles and technology from North Korea remains the bigges:t
proliferation problem. Now and for the next several years, -
ballistic migssiles are unlikely to be used against US
territcry, but they already pose a real and growing threat
te US allies and US forces deployed abroad.

The Conventional Military Threat. The threat of a
large-scale conventional military attack against the United
Srazes ov its allies will remain low for the immediate
future. Since the demise of the Warsaw Pact, there has
existed no hostile military alliance cepeble of challenging
the Urnited States or NATO, and nope is on the horizon. Bus
regional tensions and potential conflicts do threaten US
interests abroad. Progress toward Middle East peace remains
xey to reduzing the chances of another ma'or war irn that
region. Irag threatens regional security dy confronting
cocalirion forces and continuaes to seek weapons of mass
destruction. Saddam Hussein could precipitate maior crises
at any time.

Trends that could increase the conventional military
threat are emerging. US military dominance and essnonic,
cultural, and technological preeminence have sparked
resentment among potential rivals whe do not ghare US values
and are concerned that the Unived States will use its global
leverage in ways inimical ¢ thelir interests. This has
prompted them to seek ways =¢ ctonstrain Washington. These
countries are unlikely to forge formal zlliances, but should
they perceive US pclicies zs ngstile or an impediment to the
attainment of their own okrectives, they could decide to
move beyond rheterical and rolitical cocperation to military
coopersation, including isn zhe sale of weapans and




44

02/05702 18:18 B2028472504 LEG. AFFS.- H gols

techneologies that might otherwise have been kept off the
marzet. -

The global spread of conventional military capabilities
through international transfers and indigenous defense
industrial development continues unabared in ths post~Cold
War era by a host of mutually reinfeorcing trends., The
worldwide proliferation of conventicnal military
capabilities, particularly irresponsible and illicit arms
trafficking to states of concern, sub-national agtors, and
regions of conflict pose increased risks to intsrnational
security.

Technology Liffusion. Accelerating technolegical
progress in an increasingly global economy has facilitated
the spread of advanced military technologies cnce restricted
*o a few industrialized nations. Chemical and biclogical
weapons will pose a growing threat to US forces and
interests at home and abroad as the means to produce them
pbecome more accessible and affordable. Such weapons are
attractive to cpuntries seeking a cheap deterrent and to
terrcrist groups locking for ways teo inflict mass
casualties, The critical importance c¢f comrunicaticns and
computer networks to the military and to almest every sector
of the civilian econsmy has increased US vulnerability to 2
nostile disruption of its information infrastructure.
Russia, China, and Cuba have active government inforration
warfare {IW) programs, and a number of other countries are
interested in cthe IW concept. Terrorist groups, disgruntled
individuals, or even individual hackers could inflict
rimited but significant damage to key sectors and regions.

Countries With Global Reach. Russia's ability to
project power beyond its borders and to chalilenge US
irterests directly has been greatly diminished since the
fall of the USSR, Russia is focused on its own domestic

roblems and increasingly aware of its weaknesses and
limitations. Nevertheless, Russia remains a nuclear power
with the capability to destroy the United, States. It
retains the ability to influence foreign and security pclicy
developments in Europe and, to a lesser extant, arcund the
glcke. Its interests sometimes coincide with those of the
United States and ocur allies, but often they do not.
Regicnmal instability in the former Soviet Cnion,
particularly in the Caucasus or Central Asia, could impirge
on US interests, especially if such instability were to
tempt external intervention.

The Russian political scene in 2000 was dominated by
the person of Viadimir Putin. Putin, who took cffice in his
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own right after presidential elections in March, movec
quickiy to bring Russia’s far-flung regions under tighter
control. He spoke repeatedly of the need for a democratic,
market-oriented approach, including pelit:ical piurslism and
freedom of speech and conscience, and for revitalizing the
Russian econcmy. He has called for reform and pledged to
fight crime and corruption. But Putin has a security-
services background, makes no secret of his belief in a
strong, cerntrailzed state that plays a guiding role in the
accnomy, and 1s enmeshed in a system dominated by a narrow
stratum of political and financial elites.

Putin has yet to undertake more than a few halting
steps toward systematic and thoroughgeing reform. The high
cil prices and economic upswing that characterized Russia in
2300 seem to have reduced both pressures and incentives to
reform. Without concerted effcrt, reform will be thwarted
by powerful vested interests. Putin remains at least
partially captive to those interests and to omniprasent
political intrigue, and has yet to consolidate his own power
within the institutions that he officiaily commands.

Russian foreign and security policies have become both
more pragmatic and more assertive. Russia’'s continuing need
for integration into international economic and financiaz
institutions and access to key markets makes a whoiesale
return tc the idecological confrontation and policy
collisions of the Cold War unlikely, Nevertheless,
deployment of a National Missile Defense and further NATO
enlargement almcsi certainly will spark animated opposition
from Moscow. Russia will continue to assert its interests,
especially where it perceives US dominance to be inimical to
its own long-term objectives., 1In doing so, Moscow will use
whatever diplomatic tools are at its disposal.

China is committed to achieving a multipolar world in
which it would have relatively more influence and the United
States relat:ively less. This is not an ideological crusade,
but part of & centuries-old gquest for national wealth and
powar, Leaders recognize that, to achieve this goal, they
must modernize their economy and expand their markets,
neither of which they can do without maintaining good
relations with the US., -As a result, China has a large
incentive to aveid confrontation with the United States, bu;
Beijing will attempt to limit or forestall American
unilateral or US-led actions judged adverse to China’s own
interests because they seem to strengthen and perpetuate a
unipolar world. In doing so, Beijing will operate from a
position of increasing economic and military strength.
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Beiiing’s determination tc prevent de jure Taiwan
independerice and propensity to misinterprer US actions and
intentiong together constitute the gravest threat to US-
China relations and stability in Northeast Asia. Beijing
aspires to regional influence, ever dominance, but its
military pbuildup is werrisome primarily in terms of the
China-Taiwan-US$S dynamic. PRC leaders are convinced that
they must be able to threaten Taiwan militarily to prevent a
unilateral declaration of independence; Taiwan leaders
pelieve they must have the military capability to defend
against threats from the Mainland. The PFRC might take
military action if it perceived that Taiwan, with or without
US supporw, was moving toward irndependence.

Crinese proliferation behavior is a continuing concern,
particularly when it contributes to changes in the regional
balance ¢r threatens U$ interests in other geographic
regions. Chinese entities have assisted the missile and
nuclear programs of Pakistan, Iran, and others, but Chinsg
has made progress in adopting and enforcing international
control norms in the nuclear area. Last November, China
articulated a new missile nonproliferation peolicy, stating
that it would not assist any country, in any way, in the
development of MTCR-class ballistic missiles. <China also
announced that it would enact at an early date a
comprehensive missiie-related export control system to nelp
ernforce that policy. We continue to monitsr Chinese
behavior on this front. *

China faces significant potential for incresased
instability sparked by economic dislocations, unemplcyment,
official cerruptiocn, religious persecutien, viclation of
human rights, and & failure te embrace the development of
local governance and democratic cholice. Serious social
disorder would have a direct impact on US economic interests
{trade and investment) and contribute to strategic
uncertainty in the region.

Cther Countries and Regions of Concern. North Koreas
appears be changing in positive ways. Tensions on the
Korean Peninsula eased last year as a result of the inter-
Kerean summit, the visit to Waskington of Kim Jong Il's
special envoy, and Secretary of State Albright’s visit to
Pyongyang. The DPRK's ability to sustain a conflict has
decreased as a consequence of its economic decline, kut the
Nerth still has the capability to inflict huge damage and
casualties in the opening phases of a conflict. It has alsc
not taken sufficient steps to prove it has truly distanced
itself from terrcrism. The political situation appears
stable, with Kim Cong Il apparently having found a firmer
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footing and beginning to undertake new peclicy initiatives
rather than simply following his father’s line.

The DPRX has been unable to reverse a decade-long
economic decline, With its agrizultural and industrial
infrastructure centinuing to deteriorate, the country is
plagued by severe shortages of fsod and electricity. Kim
Jong Il's recent trlp to Shanghal suggests he is considerang
a nmanaged “Chinese model” opening ¢of the economy. The
regime-appears to be examining a range of relatively
pragratic solutiens to its economic problems; since the New
Year, DPRK media have peen stressing the nced for “new ways
of thirking.,” The North has expanded its diplomatic
relations, and Kim Jong Il now seems to relish summit
diplomacy. In the wake of last June’s inter-Korean summit,
Pyongyang has increased political, economic, and cultural
contacts with Secul. Kim Jong Il has said he will visit the
RCK scometime this year.

The North’s development of long-range ballistic
missiles and efforts to sell missile tec¢hnelogy to countries
in the Middle East and South Asia threaten US friends,
troops, and interests. North Korea has recognized that it
must address this concern to improve relatiens with the
United 3tates. It has kept its promise not to launch a
satellite or long-range missile while US~D2RK missile talks
continue. Pyongyang has offered to restrain its long-range
missile program in return for other countries launching aits
satellites; this offer has yet to be translated into an
agreement, On the guesticn ¢f missile sales, however, the
North has said only that it would be wiliing tc halt sales
under the right circumstances, a formulation that awaits
clarification.

Despite some moderation in its rheteric “oward the U.S.
and the West, Iran still seeks WMD and continues to suppert
terrorism. In its search for indigenous WMD capabilities,
Iran relies heavily on outside assistance. Russia alione
cooperates with Iran’s nuclear progran. Deep-seated
hostility to the Middle East Peace Process, particularly
within conservative circles of the Tehran regime, plays a
major role in the government's willingness to support
terrorist groups and their attacks against Israel and/or
other parties involved in the process. Although we believe
Iranian factions and leaders are not unanimcus in their
support for the use of terror to achieve political ends, so
far any disunity has not resulted in a discernible change in
Iran’s behavior.
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How best tc deal with the challenges posed by Iran is a
continuing source of disagreement with other important
courtries, including some of our closest allies. Tehran is
wall aware of these differesnces and attempts t©o exploit them
to ercde the effectiveness of US sanctions.

Current tensions in the Middle East have shifted the
paradigm for Irag. Saddam Hussein has clcaked nhimself in
the Palestinian cause and blurred the differences between
suppert for the Palestinian Intifada and support for Iragi
efforts to escape sanctions. He has expicited Arab
frustration over Washington’s perceived bias toward Iszasl
to place additional pressure on our allies .n lhe region by
painting them as “lackeys” of the US and Zicnism. With this
strateqy, Saddam is reasserting himself as a regional
player, undercutzing support for UNSC resolutions ¢n Irag.
and strengthening his domestic position.

Irzag continues to reject UNSCR 1284 and to evince
little interest in allowing UN inspectors back into the
country. Irag’s isolation and support for sanctions are.
eroding, but Saddam’s ability to acquire arms, unrelenting
pursuit of WMD and missile programs, and use of economic
biandishments continues te be limited by continued UN
control over the bulk of Traqi oil revenues.

South Asia. The volatile South Asian region could
become embroiled in serious conflict. Tension over Kashmir
is endemic in the Indo-Pakistani relationship and c¢culd
erupt into a full-blown crisis with minimal warning.
Pakistan’s cleose relationship with the Taleban, which trains
many whe fight in Xashmir, is becoming a destructive
partnership in the region. Such a crisis would risx a
widex, and ultimately rmuch more destructive, war between
India and Pakistan., Desperation or miscalculation by either
side could result in the use of nuclear weapons.

Possessisn of nuclear weapons by these twg adversar:es
wili be a part of the landscaps for the foreseeable future.
Indeed, such weapens will become more entrenched in thase
ceuntries as they develop military doctrine and cemmand and
control procedures for their use. Both India and Pakistar
have made clear that they w:ill continue to develop their
nuclear weapons and missiles o deliver thom., We expect
both to cenduct more ballistic missile tests, but a key will
lie in either’s decision to deploy such missiles., Both
states have said that they do net need to conduct additional
nuclear tests, but another round is possible. If pressures
in India prompted another nuclear test, Pakistan has said it
will reciprocate. An addex concern is the prospect that
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Pakistan and/or TIndia might provide technology to other
countries seeking nuclear and missile capabilities.

Qcheyr regioral dangers. Africa’s political, economic,
and HIV/ARIDS crises frequently reaten US efforts te
promote demdcratization, human rights, the rule ¢f law, and
economic development. Poverty and instability provide
fertile ground for HIV/AIDS, crime, terrorism, and arms
trafficking. Appeals for the United States tc assist
humanitarian relief programs and peacekeeping cperations are
strong and growing. Unpredictable devslopments can create
unexpected demands on US resources. They can also endanger
US citizens.

The civil war in the -Democratic Republic of the Congo’
remains the mest destabilizing conflict in Africa. ©During
2000, implementation of the August 1939 Lusaka Accord
stalled. In late 200C, fighting resumed in southeastern and
northwestern Congo. More than 500,000 are internally
displaced persons and 130,000~150,000 have become refugees
in neighboring countries. The January 2001 assassination of
President Laurent Kabila and the succession of his son,
Joseph, could either open opportunities for peace or spark
intensified conflict.

In Burundi, ethnic tensions remain high despite the
signing of a peace accord at Arusha last August., The threat
o foreigners, inclading American citizens, has lncreased.
Recert weeks have seen some positive developments, but
renewed genocide in Burundi and neighbcring Rwanda is
possiblie.

HIV infection rates in sub-Saharan Africa appear on the
rise, exceeding 20% of adults in nine countries, While the
ultimate consequences of this mounting tell are unknown,
they ray well adversely affect many U.S. interests and goals
in Africa. ' )

The situation in West Africa also is of great concern.
The instapility fomented by Liberian President Taylor is
spilling inte Guinea where, late last year, governmen<:
forces fought cff incursions by the Revelutionary Cnited
front (RUE} and Guinean dissidents armed by Liberia. Guinsa
already hosts some 300,000 refugees. RUF aggression insids
Sierra Leone has been constrained by the expanslion of the
United Nations Missicn in Sierra Leone (UNAMSIL) and
training provided <o the Sierrs Leone Army by the United
Ringdom. The potential for renewed vioclence remains high,
however, ’
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The unsettlied situation in Cote d’Iveire highlighrs the-
challenges of political and economic reform and the threat
inherent in corrupticn and exclusion of regional, tribal,
and religicus groups from the political process. A further
detericration in Ccte 4'Ivoire, home to many migrant
workers, cculd have a destabilizing impact on much of West
Africa. The governments of Liberia and Burkina Faso have
provided suppert zo rebsl groups in Sierra Lecne and,
pernaps, Cote d’'Ivoire:

In Angola, the civil war continues., Rebel forces have
been weakened, but they retain the capability to conduct
prolonged lew-intensity conflict. Fighting sould continue
t¢ involve nelghboring Namibia and Zambia.

Sudan ramains a haven for terrorists. There has been
virtually no progrees in negotiating an end to the 17-year—
old civil war. Government bombings of ciwvilian targets
continde to add te the number of internaily displaced
persons, now estimated at 4 million, and to the already more
than 400,000 refugees.

After renewed fighting in May and June 2000, Ethiopia
and Eritrea signed a peace agreement brokered by the
Qrganization of African Unity {with US assistance) in
December. The United Nations has interposed peacekeepers
and observers (the United Nations Mission to Ethiopia and
Eritrea--UNMEE) along the disputed border. Achieving a
lasting peace will be difficult, but there is reascn for
optimism that this conflict might end without renewal of “he
World War I~like carnage that characterized its mcst violent
phase.

A decade into the democracy and market revolution, the
vast majority of Latin Americans have experienced little or
no improvement in living conditions. Recent economic
troubles have fueled unemployment, crime, and poverty,
undermining the commitment of many Latin Americans to free-
market ecoromic liberalization, Latin Americans are
committed in principle to democracy, but fany gquestion the
efficiency of democracy in their own countries because
pregress.in alleviating wide soc¢ial ineguities and curbing
corruption has been very slow., These concerns have raised
fears among some observers that disillusicned Latin
Americans will turn to asuthoritarian governments tc improve
rheir economic situations and reduce arime, It could
happen, but it is neither :inevitabie nor likely,

That said, Latin American democracies have proved
resilient in the face of ecoromi¢ crises, and all
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ideclogical alternatives to democratic government remain
discredited. Fragiie demccratic .nstitutions in countries
such as Ecuador and Paraguay remain under great pressuce o
respond to legitimate mass needs, but few consider military
rule a feasible alternative, Latin American militaries
know that overt intervention risks internaticnal opprobrium
and sanctions. They will, therefore, favor sclutions that
maintain at least a semblance of constituticnal legitimacy.
To date, popular support has sustained President Chavez's
politiecal revelution in Venezuela, but the swift, dramatic
fall of former Peruvian President Fujimori irndicates that
there are limits to the appeal of populist auvhoritarians.
The QOAf-maraged hemispheric reaction to suspect elections in
Peru in mid-2000 underscored the strength of the prevailing
pre~democracy ConsSensus.

In none of the other major countries of Latin America--
Argertina, Brazil, Chile, Colombia, and Mexico--is democracy
threatened in the short or medium term. Indeed, the
alection of Vicente Fox to the Mexican presidency, ending
peacefully the long relgn of the Ipstitutional Revolutionary
Party, is a major step forward for democracy in Mexico and
throughout the hemisphere.

In Cuba, an aging Fidel Castro refuses to make
concessions toward a more open political system, and Cubs's
overall human rights record remains the worst in the
hemisphere, There is little sign of significant economic
reform, and the deparfure of refugees seeking relief from
repressive conditions continues. With no real provision for
succeasion-~beyond more of the same, with Rawl Castroc atv th
helm-~-the departure of Fidel could usher in a period of
greater instability under a less charismatic leader,
possibly leading to further mass migration and internal
riclence.

The fragility of peace and stasbility in scutheastern
Europe remains the paramount “threat” on that continent.
The fall of Milosevic removed the principal threat to
stability in the regicn, but removing a major obstacle is
only the first step toward building a durable peace.
President Koastunica has pledged to seek a negotiated
solution to Serbia’s conflicts with both Montenegro and
Kosovo. Serbia and Montenegro still have important but
unresolved differences about their rights and relaticnship
under the federal constitution. Any Montenegrin meve for
independence would exacerbate tensions, but both sides
sppear to desire a non-viclent sclution.
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Ir Belgrade, the Kostunica government has proclaimed
its desire to negotiate differences with ethnic Albanians in
Kesove and southern Serbia, but the growing frustravien of
Albanians in the Preseve Valley makes this a potential
flashpoint for a new military confrontaticn. US zroops in
KFOR could be put at greater risk. The incomplete inclusicn
of Albanians in the pclitical and economic life of the FYROM
{Macedonia) is a longer-term threat to regional stabality.

West European leaders remain concerned about the
“threat” to existing arms control regimes and daterrence
strategies which they fear could result from US deployment
of a National Missile Defense. Huropeans are asserting
foreign policy positions in the Middle East and Asia which
at times diverge from those of the US. Most European
leaders are increasingly uncomfortable with the continuation
of UN Security Council sanctions against Irag. Most EZU
members are interested in developing & Eurcpean Security and
Defense Policy independent of, but not in competition with,
NATC, which remains their most fundamental transatlantic
tie.

Centinuing unrest in parts of Indonesia and challenges
to the democratic process in that country are ancther source
of concern., The potential for increased friction will
increase as the central government attempts to devolve more
authority te lecal and regional bodies. Viclence in Aceh,
Irian Jaya, and the islands of Eastern Indonesia has
generated thousands of displaced persons and loss of life
and property. Increased lawlessness tnreatens American
citizens, as it does the people of Indonesia, and undermines
the willingress of foreign investors to reengage.

Economic Threats. Slowing growth in the US and
continuing signs of weakness in Japan’s recovery suggest a
less favorable climate for growth in 2001, Forecasts for
world economic output in 2001 have been revised downward
from earlier projections of arcund 4 percent o
approximately 3 percent, and may fall even lower.

EU growth is expected to be approximate.y 3 percent
this year, slightly lower than last year’s but still the
highest two-vear performance in more than a cdecade. A hard
landing in the US, a significant rebound in oil prices, and
substantial further appreciation of the euro against the
dollar and yen could threaten both individual economies and
the health cf global marketp.aces.

The impressive rebound from the economic turmoil of
1997-98 notwithstanding, the emerging Asian economies remain
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vulnerable to new disruptions. Southeast Asia’s fragile
export-led recovery would be hurt by a slowdown in the US
and other key export markets, higher oil prices, increasing
competition from China, and, for some countries, increasing
political uncertainty. Countries in the region must laok
increasingly to domestic demand to maintain growth.
Indonesia, Thailang, and the Philippines, which registered
4-5% growth in 2000, will be unable to sustain that rate
this year.

Indonesia and Thailand are most vulnerable to external

shocks pecause they have been slow to implement painful
corporate debt rescheduling ¢ritical to reviving corporate
lcans and . domestic demand. The recovery of confidence in
the currencies and financial markets of Southeast Asia and
South Korea remains fragile. Their banking systems still.
require significant restructuring. Overall, a more cauticus
and sophisticated approach of feoreign investors, an increase
in transparency of financial information, and the region's
dramatic reducticn in reliance on short-term debt have
decreased Asia's susceptibility teo a financial panic
triggered by the economic problems of one country.

China’s export growth this year is expacted <o slip
significantly from last year's blistering pace zs demand
softens in major markets, especially the United States. We
anticipate that Beijing’s effcrts to stimulate increases in
domestic investment and consumption will remain ineffective.
Problems with unemployment, underemployment, and sagging
nousehold incomes in rural areas are likely to worsen.
Accession to the WIO would overlay and obscure a difficult
domestic ecenomic situation with an image cof excited foreign
interest and news of plans for significant increases in
direct foreign investment, but WTO membership would not
lixely buoy growth prospects in the near term.

Latin America shculd achieve 3.7 percent overall 2001
growth., An esconomic slowdown in the US wilil affect Mexico
the most but could adverssly affest other capital dependent
countries if credit flows dry up. Argentina remains the
most vulnerable to potential default, despite a $30 billion
interrational rescue package. 3razil and Chile have made
difficult policy adjustments that leave them better
positionsd to weather external developments. Latin American

_governments generally re T publicly committed to fiscal
austerity, trade liberalization, and low inflaticn, but
income inequality and the failure to dent high poverty
levels could decrease stability in countriss where growth
lags.
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Econonmic espionage against the United States is a
backhanded tribute tc our economic prowess., In particular
industries- and for particular companies, especially in vital
nigh-tegh sectors, ecoromic espionage can threaten profits
and fruits of innovation.

Narcotics. The expanding reach of international drug
trafficking organizations poses an indirect but insidious
threat to the United States. TIllicit drugs contribute Lo
crime and social problems in every corner of cur country.
Abroad, criminal drug gangs suborn officials at all levels,
threaten the rule of law, and distort economies. These
malevelent infiuences undercut democracy, stifle
development, and reduce the benefits of legitimate
investment and commerce.

Despite anti-narcotics successes, notably in Bolivia
and Peru, illicit drugs from Latin America still constitute
the primary drug threat to the United States. Colombia
remains the focus of the cocaine and heroin supply threat
from the region. Drugs help fund insurgent groups warring
against the Colombian government as well as right-wing para-
militaries guiity of human rights violations. US support
for Plan Colombia promises to reduce the production and
export of drugs to the United States, put it could, and
probabkly will, further increase the already serious threat
to Americans in that violence-wracked country.

Colombia and Mexico have the largest share of the US
herecin market, but opium poppy cultivation in Asia is
increasing, particularly in Burma and Afghanistan. In
Afgharistan, product